HNHdopManuoHHas NAMATKA /ISl 00YYAIONIUXCS

C kaxaplM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCS OOJbIIE, a
IIKOJIBHUKU OJHU M3 CaMbIX AKTUBHBIX IOJb30oBarene PyHera. Mexny tem,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa naMsATKa JOJKHA OMOYb TeOe 0€30IacHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmnbproTepHblli BHpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrPAMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTB K Pa3MHOXKEHHUIO.
B nononHeHue Kk 3TOMy, BUPYChl MOT'YT MOBPEANTH WM MOJHOCTBIO YHHUUTOXKHUTH
Bce (haiiibl U JaHHBIE, MTOJKOHTPOIBHBIE MTOJIH30BATENI0, OT UMEHU KOTOPOro ObLia
3amylleHa 3apa)K€HHas NporpamMMma, a TaKkKe MOBPEAUTh WM J1a)K€ YHUUYTOXKHUTh
OIEpallMOHHYI0 CUCTEMY CO BCeMH (paiizamMu B 1ieJIoM. B OOJIBIIMHCTBE CilydacB
PacIpOCTPAHSIOTCS BUPYChI UEpPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEIOHOCHBIX MPOrPaMMm:

1. HMcnonb3yili COBpPEMEHHBIE OIEPAMOHHBIC CHUCTEMBI, HMEIOIIUE CEPbE3HbIN
YPOBEHB 3AIIUTHI OT BPEAOHOCHBIX IPOTPaMM;

2. TlocrosiHHO ycTaHaBiauBail mautu (UUQPPOBBIE  3aIUIATKH, KOTOpbIE
aBTOMATHUYECKH YCTAHABIIUBAIOTCS C LENBI0 JOPaOOTKU MPOTPaMMBbl) U JpYyrue
OOHOBJIEHUS CBOeW omnepalMoHHOW cuctembl. CKauuMBaii HMX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Ecimm  cymectByer — pexum
aBTOMAaTHUYECKOTO OOHOBJICHUS, BKIIOUHU €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE TMOJ TMpaBaMU TMOJb30BaTENsl, a He
aIMUHUCTpATOpa. IDTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonb3yili  aHTUBUPYCHBIE  NPOTPAMMHBIE  TMPOAYKTHI  HU3BECTHBIX
IIPOU3BOAUTENICH, C aBBTOMAaTUUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (HU3NUECKUHN JOCTYI K KOMIIBIOTEPY JJIs MOCTOPOHHUX JIUIL;

6. Ucnonp3yil BHEIIHUE HOCUTETW WHGOpPMAIMH, TaKue Kak (Jelika, AUCK WIH
¢aiin U3 UHTEpHETa, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHKOB;

7. He oTkpeiBali KOMIBIOTEpHBIC (ailyibl, TMONTYyYEeHHBIE W3 HEHAIEHKHBIX
UCTOYHUKOB. Jlaxke Te Qaitnbl, KOTOpbIe TpUCal TBOM 3HaAKOMBIH. Jlyurne yrounu
y HETO0, OTIIPABJISI JIU OH Te0e UX.

Cern WI-FI

Wi-Fi - 510 He Buj mepeiadd JaHHBIX, HE TEXHOJOTHS, a BCEro JIHIIb OpPEH]I,
Mapka. Eme B 1991 roagy HuaeprnaHackass KOMIAaHHS 3aperUCTpHpoBaia OpeHS
«WECA», uto o6o3Hauanmo cioBocouetanue «Wireless Fidelity», xotopsrii
MEPEBOJUTCA KaK «0eCpOBOAHAS TOUYHOCThY.

Jlo Haiero BpeMeHH Jlonuia Japyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOW Ke
texHosioruen. 9to abOpeBuarypa « Wi-Fi». Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM
Ha CTaHAapT BbIiclIKMKA 3ByKoBoWM TexHuku Hi- Fi, 4yTo B mepeBoae o3Hauaer
«BBICOKAsi TOYHOCTBY.



Jla, OecmuiaTHBIA WHTEPHET-IOCTYN B Kade, OTeNsIX W a’poropTrax SBISIETCS
OTJINYHOM BO3MOXKHOCTBIO BBIXOJa B MHTEpHET. Ho MHOTHME 3KCHepThl CUUTAIOT,
yto obmeaoctynubie Wi-Fi ceTu He sIBIsAIOTCS 0€30MacHbIMHU.

CoBeTbI M0 6e30MaCHOCTH padoTe B 001eTOCTYNMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoto JMUHYI0 HHpOpMaLuio yepe3 oduenocrynasie Wi-Fi cetu.
PaboTast B HMX, *elaTeabHO HE BBOJUTH MAPOJIA JIOCTYIA, JIOTUHBI U KAKUE-TO
HOMEpA;

2. Vcnionb3yit u 0OHOBISIM aHTUBUPYCHBIE POrpaMMBbl U OpanaMayep. TeM cambIM
Tl 00€e30naculllb ce0s OT 3aKauKu BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3zoBanun Wi-Fi otkmoun ¢ynkuuo «OO0mui noctyn k daitnam u
npuHTepam». JlaHHasg QYHKIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOphIe
MOJIb30BaTENN aKTUBUPYIOT €€ JUIsl y100CTBa UCIIOJIb30BaHMs B paboTe win yueoe;

4. He ucnonws3yit nyonuunsii WI-FI nns mepenaun TUYHBIX JaHHBIX, HApUMeEpP
JUTSL BBIXOJIAa B COI[MANIBHBIEC CETU WJIHM B DJIEKTPOHHYIO TIOUTY;

5. Unonb3yi Tonpko 3amuiieHHoe coenuHenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aipeca BBoAM UMEHHO «https://»;

6. B MoOunpHOM Tenepone otkiaroun ¢GyHknuto «llomkmouenne k  Wi-Fi
aBTomatudecku». He gomyckail aBTOMaTH4eCKOro MOJKIIOUYEHUS YCTPOWCTBA K
cersim Wi-Fi Ge3 TBoero cornacus.

CoumanbHble ceTH

ConuanbHble CETU aKTUBHO BXOJAT B HAIly >KW3Hb, MHOTHE JIIOIU paOOTAIOT U
KUBYT TaM TMOCTOSAHHO, a B Facebook yxe 3apeructpupoBaH MHILIHAP] YEJIOBEK,
YTO SIBJISIETCSA OJHOM CEIbMOM BCEX KUTEIEH IJIAHETHI.

MHorue mosib30BaTeNIM HE MOHUMAIOT, YTO WH(pOpMAlUsi, pa3MelleHHas UMHU B
COLIMAJIBHBIX CETSIX, MOKET ObITh HaWJEHA W HCIIOJNb30BaHA KEM YTOJHO, B TOM
qucie He 00s13aTeNIbHO ¢ OJ1ariMu HaMEepPEeHUSIMHU.

OcCHOBHBIE COBETHI MO OE30MACHOCTH B COIUATBHBIX CETAX:

1. Orpanuyb crnucok Apy3ei. Y TeOs B APY3bsiX HE JOJDKHO OBITH CIIy4allHBIX H
HE3HAKOMBIX JIFOCH;

2. 3amumai cBOIO 4YacTHYIO ku3Hb. He ykaswiBail mapoinu, TenedoHBI, agpeca,
JaTy TBOETO POXICHUS W APYTYI0 JUYHYIO HH(MOpMaIuioo. 3T0yMBIIUICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHPOPMAIMI0 O TOM, KaK Thl U TBOM POAUTEIN
IJIAHUPYETE NPOBECTH KaHUKYIIbI,

3. Bamuimai CBOIO pEemyTalyio - JACPKH €€ B YHCTOTE W 3a7aBaili cebe BOmpoc:
X0Tesl Obl Thl, YTOOBI APYrue MOJIB30BATENIM BHJIEIU, YTO Thl 3arpyxaeuib?
[Tomymaii, mpexie 4eM 4To-TO OMyOIMKOBATh, HAMTUCATh U 3arPy3UTh;

4. Ecii Thl TOBOpHIIb C JIOJbMHU, KOTOPBIX HE 3HACllb, HE HCHOJIb3YH CBOE
peasbHOE MM U JIPYTYIO JUYHYI0 WH()OpPMAIUU: UMsI, MECTO JKHTEIhCTBA, MECTO
yueObl U Ipouee;

5. W36erait pasmenienus ¢otorpaduii B MHTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, [0 KOTOPOW MOKHO ONPEAETUTH TBOE MECTOMOJIOKECHUE;

6. Ilpu peructparuu B COIMAIBLHOM CETH HEOOXOJAMMO MCIIOJIB30BaTh CJIOKHBIE
MapoJik, COCTOSIME U3 OYKB U LUPP U C KOJTUYECTBOM 3HAKOB HE MEHEE §;



7. ns coumanbHOW CETH, MOYTHl U JIPYTHX CAWTOB HEOOXOAMMO HMCHOJIb30BATh
pasHbele maposid. Torga eciau TeOs B3JIOMAIOT, TO 3JOYMBIIUIEHHMKHM IOJIydaT
JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI'U

DONEeKTpOHHbIE JEHBIM — JTO OYEHb YJIOOHBIA CHOCOO TIUIaTeXeH, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TU JCHBTH.

DJNEeKTpOHHBIE JCHBIU TMOSBUIINCH COBCEM HENABHO M MMEHHO H3-3a 3TOTO BO
MHOTHX FOCY/IapCTBaX IO CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHHPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TJe HX
pa3aenoT Ha HECKOJBKO BHJIOB - AHOHUMHBIC U HE aHOHUMHBIE. PazHuma B ToM,
YTO aHOHUMHBIC - OTO T€, B KOTOPHIX pa3pemiaeTcsi MPOBOIUTH OIepaiuu 0e3
WICHTU(UKAIIUN TTOJTH30BATENs], & B HEAHOHUMHBIX HJICHTU(PUKAIIUHN MTOJIb30BATEIIS
ABIIAETCS 0053aTENbHOM.

Taxke crmegyeT pa3nuyaTh  DJIGKTPOHHBIE  (UATHBIE  JIEHBIW  (paBHBI
rOCYJapCTBCHHBIM BAJIOTaM) W DJCKTPOHHBIC He(dHUaTHBIC NEHBIW (HE pPAaBHBI
rOCyJIapCTBCHHBIM BAJTFOTAM ).

OcHoBHBIE cOBETHI 0 0e30NACHOI padoTe € 3JIEKTPOHHBIMHU IeHbIAMMU:

1. IpuBsixu K cueTy MOOWIbHBIA TenepoH. DTO camblii yIOOHBIA M OBICTPHIN
Croco0 BOCCTaHOBHUTH AOCTYyN K cuery. [IpuBsizaHHbIN TenedoH MOMOXKET, eCclu
3a0y/ienib CBOM IJIATEXXKHBIA Maposib WM 3aifielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonb3yit opHopaszoBblie maponu. Ilocme mepexona Ha YCHICHHYIO
aBTopu3aIMio Tebe yxke He OyAeT yrpokaTtb OMACHOCTh KpakH WJIM TepexBaTa
TUTATEKHOTO TapOJIs;

3. BeiGepu cioxHbIi maponb. [IpectynmHukaM OyieT He MPOCTO yralaTh CIOKHBIMN
napoib. HanexxHeie maponu — 3To mapoiiv, KOTOphIe COJEpKaT He MEeHee § 3HAKOB
U BKJIIOYAIOT B ce0S CTPOYHBIC M IIPOMHUCHBIE OYKBBI, ITU(PHI U HECKOIBKO
CUMBOJIOB, TaKMe€ KaK 3HaK joJuiapa, (yHTa, BOCKIMIATEIbHBIM 3HAK M T.I.
Hampumep, StRONg!;;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CaliTaX, KOTOPHIM HE 10BEPSICIb.

DJIEKTPOHHAS MOYTA:

DJIeKTpOHHAsI To4YTa — 3TO TEXHOJOTUS W TPEJOCTaBIISIEMBbIC €10 YCIYTHU IO
MEPECHUIKE U TIOJYYCHHUIO DJICKTPOHHBIX COOOIICHUH, KOTOPHIC pacpeIeITIOTCS B
KOMIBIOTEpHOH ceTh. OOBIYHO JJICKTPOHHBIM TIOYTOBBIM SIIUK BBITJISIAT
CIIeAYIOIMUM 00pa3oM: UMs_ITOTb30BaTeISI(@WUMS_JToMeHa. Takke KpoMe repeiadn
MIPOCTOT0 TEKCTA, HIMEETCS BO3MOXKHOCTh TIepeaBaTh (haiibl.

OcHOBHBIE COBETHI 110 0e30nacHO padoTe ¢ IJIeKTPOHHOM IMOYTO:

1. Hano BbIOpaTh MpaBUIIBLHBINA MOUYTOBBIA CepBUC. B MHTEpHETE €CTh OrPOMHBIM
BBIOOp O€CIUIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIyYIllle TOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBbIN B PEUTHUHTE;

2. He yxka3piBall B JMYHOW mouTe JuuHyr0 uHbopmanuio. Hanpumep, myuqine
BBIOpATh «MY3bIKaNIbHBINA _(haHaT@» nuinu «pok2013» Bmecto «remal3dy;



3. Ucnonb3yll ABYX3TalHYH0 aBTOPU3ALMIO. JTO KOTJAa MOMHUMO Maposis HYXHO
BBOJIUTH KOJ, MpUChLIaeMblil 10 SMS;

4. BoiOepu cnoxxHbIN naposib. JJisi KaKJ10ro mMoYTOBOIO SIIMKA JOJKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecau ecTh BO3MOXHOCTb HalucaTbh CaMOMY CBOM JIMYHBIM BOIIPOC, MCIIOJIb3YH
3Ty BO3MOYKHOCTb;

6. Mcnonp3yii HECKOIBKO MOYTOBBIX AIMIMKOB. [IepBbIi 111 4aCTHOW MEPENUCKHU C
azgpecaTaMy, KOTOPBIM Tbl JIOBEpsACIIb. JTO JJIEKTPOHHBIM aapec HE Haao
UCIIOJIb30BaTh MPU PErucTpaluu Ha (opyMax U carax;

7. He oTkpbiBail Qaitibl U Apyrue BIOKEHUS B MUCbMax JaKe €CJIU OHM MPHUILIH
OT TBOMX Jipy3el. Jlydille yToOuYHU y HUX, OTIIPABIISUIIN JIK OHU TeOe 3TH (hailibl;

8. Ilocne oxoHuaHus pabOTHI HA MOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM BKIIAJIKH C
caiiToM He 3a0yab HAXKaTh Ha « BBIATHY.

Kn6epOyJiMHT UM BUPTYaAJIbHOE U3/1€BATEILCTBO

KubepOymmuHr — mpeciegoBaHue COOOIICHUSIMHU, COAEPKAIIUMU OCKOPOJICHMUS,
arpeccuto, 3ayruBaHue;

XYJUTAHCTBO;, COIMAIIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI MO 6OpbOE ¢ KHOEPOYILTUHIOM:

1. He 6pocaiicst B 60ii. Jlyummuii crioco6: MocoOBETOBAThCS KaK ceOsl BECTHU U, €CIH
HET TOT0, K KOMY MO>XHO 00paTUTHCA, TO BHAYaJIe yCTIOKOUThCS. Eciu Thl HauHeb
OTBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJIEHHUS, TO TOJBKO €IIe OOJIbIIE Pa30KKEIIb
KOH(JIUKT;

2. Ynpaisai cBoel KubeppemyTammei;

3. AHOHUMHOCTH B ceTH MHUMAas. CyIIecTBYIOT CIOCOOBI BBISICHUTB, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTAaHCKMH oO0pa3 BHUPTyalbHOW >KU3HU. HHTEepHET
¢ukcupyer Bce TBOM JEHUCTBUA W COXpaHICT UX. YJAIUTh UX OyneT KpaiiHe
3aTPYJHUTEIBHO;

5. Cobnronail CBOM BUPTYaJIbHYIO YE€CTh CMOJIOAY;

6. Urnopupyit enquanuHbiii HeratuB. OJTHOpPa30BBIe OCKOPOHUTEIbHBIC COOOIIECHUS
Jy4llle ATHOPUPOBATH.

OOBIYHO arpeccus MPEeKpaIlaeTcs Ha Ha4YaIbHOW CTa/INH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COIMAIIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKUPOBKH OTHPABKH COOOIICHHHA C
OMpEJIeNICHHBIX a/IPECOB;

8. Ecim ThI cBuaeTtens kubepOymnwHra. TBOWM ACHCTBUS: BBICTYMUTH TPOTUB
npecieaoBaTesi, MoKa3aTh €My, YTO €ro JeUCTBUS OLEHUBAIOTCS HEraTUBHO,
MOAAEPKATh KEPTBY, KOTOPOU HY>KHA MCUXOJIOTHYECKas IOMOIIb,

COOOIIUTH B3POCIIBIM O (DaKTE arpeCCUBHOIO MOBEJACHUS B CETH.

MoOuabHbIN TeaedoH

CoBpeMeHHBIE CcMapT(POHBI M TUIAHIIETHI COAEPKAT B ce0e BIOJHE B3POCIBIN
GyHKIIMOHAJI, W TENeph OHH MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMHU
KommbroTepamMu. OHAKO, CPEJICTB 3aLIUTHI JJIs1 TOJOOHBIX YCTPOMCTB MOKA OYEHD



Majo. TecTupoBaHWE W TOWUCK VYSA3BUMOCTEH B HHX TMPOUCXOAUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To ske camoe kacaeTcss © MOOMITBHBIX TPUIIOKESHHUIA.
CoBpemMeHHBIE MOOWIBHBIE Opay3epbl YK€ MPaKTUYCCKH JOTHAIA HACTOJBHBIC
aHajoru, OJHAKO pacmupeHue (yHKIMOHAIA BIEUYeT 3a co00i OOJbIIyIO
CJIOKHOCTh M MEHBIIYIO 3aIIUIIEHHOCTD.

Jlaleko He Bce MPOM3BOAMTEIN BBHIITYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIIHC
KPUTHUYCCKUE YI3BUMOCTH JJISI CBOMX YCTPOWCTB.

OcHOBHBIE COBeTHI /151 0€30MACHOCTH MOOMJIBHOTIO TeJsiedoHa:

1. Hudero He siBisieTcs MO-HACTOSIIEMY OecCIIaTHBIM. Byab OCTOpOXeEH, Beab
Korja te0e mpeaiaraloT OeCIUIaTHhIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TJIATHBIE YCIYTH;

2. dAymaii, npexxae yeM otnpaBuTh SMS, ¢poTto mnu Buzaeo. Thl TOUHO 3HAEIIb, T1I€
OHM OYJyT B KOHEUHOM UTOTE?

3. HeoOxouMo 0OHOBIISITH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Vicnonib3y#t aHTUBUPYCHBIC MPOTPAMMBI JIJII MOOUJILHBIX TeNe(DOHOB;

5. He 3arpyxail mpuioXeHHUS OT HEM3BECTHOIO HMCTOYHUKA, BEb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHHE;

6. Ilocie Toro kak Thl BBIHJCHIL C calTa, TJ€ BBOAWI JIMYHYK HH(POPMAIIUIO,
3aiiin B HACTPOMKU Opay3epa U yaanu cookies;

7. lleprognyecku MpoOBEPSH KaKHWe IUIATHBIE YCIYTM aKTMBUPOBAaHbI HAa TBOEM
HOMEDE;

8. [laBaii cBOM HOMEp MOOMIIBHOTO Tele(hoHa TOJIBKO JIFO/ISIM, KOTOPBIX ThI 3HACIIIb
U KOMY JOBEPSIEUIb;

9. Bluetooth nomken ObITh BBIKIIIOUEH, KOT/Ia THl UM HE MoJib3yelibesa. He 3a0biBait
MHOT1a IPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHBIE OHJIANH-UTPBl - ATO KPACOYHBIE, 3aXBAThIBAIOIIHME Pa3BICUCHUS,
OOBEUHSIONINE COTHH THICAY YEJIOBEK MO BcemMy MHpy. Wrpoku wucciemayroT
JAHHBIA UM MUp, OOLIAIOTCS APYT C JPYTOM, BBIMOMHSIOT 3a/JaHMs, CPAXKAIOTCS C
MOHCTpaM{ M TOJy4arOT OMNBIT. 3a YAOBOJIbCTBUE OHU IUIATAT: MOKYHAIOT JIHCK,
OTUTaYMBAIOT a00OHEMEHT WJIA MTPUOOPETAIOT KaKKUe-TO OMIIUH.

Bce st cpenctBa uayT Ha NOANEPNKAHUE U PA3BUTHUE WIPHI, & TAKXKE Ha cCaMy
0€301MacHOCTb:

COBEPIICHCTBYIOTCA CHUCTEMBI aBTOPU3ALMH, BBIIYCKAIOTCSA HOBBIE MAT4HU
(g poBbIe 3aIIaTKA ISl TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmogoOHBIX Urpax CTOUT OMacaTbCsi HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
KpakKy TBOETO MapoJis, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3allMKi OOJIBIIMHCTBA
Urp.

OcHOBHBIE COBETHI 110 0€30IMaCHOCTH TBOEr0 HTPOBOI0 AKKAYHTA:

1. Ecim npyroil urpok BeaeT ceOs TIOXO WM co37aeT Tebe HEMPUATHOCTH,
3a0JIOKHMPYH €ro B CIIMCKE UTPOKOB;

2. Tloxanyiics agMHUHUCTpAaTOpaM WIPhl HA IUIOXO€ MOBEJAEHUE 3TOr0 HWIPOKA,
YKEJATEJIbHO MPWIOKUTh KaKUe- TO JOKA3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBail 1nuHyt0 uHGOpMaIUIO B Tpodaiisie urpbl;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;



5. He ycranaBnuBaii HeouImaabHble TaTYU U MO/IbI;

6. Mcnionb3yii CIOXKHBIE U pa3HbIE NapOJIy;

7. Jlaxxe BO BpeMs UI'Pbl HE CTOUT OTK/IIOYaTh aHTUBHUPYC. 11oka Tl urpaems, TBOM
KOMIIBIOTEp MOT'YT 3apa3uTh.

@OUIIMHT WM KPaKa JUYHBIX JaHHBIX

OOBIYHOM Kpakeil JAeHer W JOKYMEHTOB CETOJHS y»K€ HUKOrO HE yJIHBHILb, HO C
pa3BUTHEM MHTEPHET- TEXHOJIOTUN 3JI0YMBIIIEHHUKU TIEPEMECTHIINCH
B UHTEPHET, U MPOJIOJKAIOT 3aHUMATHCS «ITHOOUMBIMY JIETOM.

Tak mosiBUJIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA MW (PUIIMHT, TJaBHas
eJdb  KOTOPOrO  COCTOMT B  TOJYYEHHMM  KOH(DHUACHIMANBHBIX  JAHHBIX
noJib30Baresieil — JIOTMHOB U napoiieid. Ha anrnuiickom si3eike phishing ynrtaercs
kak ¢umuHr (ot fishing — pei6Has nomus, password — naposb).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ GUIIMHIOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Thl momo3peBaelib, 4TO TBOsI aHKeTa Oblia
B3JIOMaHa, TO He0OXO0IUMO

abJIOKUPOBaTh €€ U COOOUIUTh aJIMHHHCTpATOpaM pecypca 00 3TOM KaK MOKHO
cCKopee;

2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YMHCIE, MHTEPHET-Mara3uHoOB U
MOMCKOBBIX CUCTEM;

3. Vcnonw3y#t cnoskHble U pa3Hble Tapoiau. TakuM oOpa3om, eciau TeOs B3JIOMAloT,
TO 3JIOYMBIIUICHHUKHU MOJTYYaT AOCTYN TOJIBKO K OJHOMY TBOEMY MPOQUITIO B CETH,
a HE KO BCEM;

4. Ecau 1e0s B310OMalu, TO HEOOXOJIMMO MPEIyNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE T0OABJIEHBI y T€0S B JIPY3bsX, O TOM, YTO T€OS B3JIIOMAIH U, BOSMOXHO,
OT TBOETO UMEHHU OYyJIET PacChlIaThCS CIaM U CChUIKU Ha (DUIITUHTOBBIE CANTHI;

5. YcranoBu HanexHsbli napons (PIN) Ha MoOunbHbI Tenedon;

6. OTKITIIOYM coXpaHEHue mapoJs B Opaysepe;

7. He oTkpbiBail ¢aiiabl U Apyrue BIOKEHUS B MUChbMaxX Ja)e €CIU OHU IPUIILIH
OT TBOMX Jipy3ei. Jlydlie yTouHM Yy HUX, OTTIIPABIISUIH JIM OHU TeOe 3TH (paiibl.

u¢posas penyranus

[udposas pemyrarus - 5T0O HETaTHUBHAS WU MO3UTHUBHAS WH(GOPMAIUS B CETH O
tebe. Kommpomerupyromas wundopmaius pa3MelieHHas B HMHTEPHETE MOXKET
CEpBhE3HBIM 00pPa30M OTPA3UTHCS HA TBOEH PeaIbHOM KU3HH.

«lIudpoBass penyranmsi» - 3TO TBOW UMUK, KOTOPBIH QdopMUpYyeTCS U3
uH(popMaImu o Tebe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapakKTepa U pacckas3bl 0 OJMU3KHUX - BCE ATO HAKATUIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K MNYOJMKalUM JIUYHOU
unopmanu B HTEepHETE, HE MOHMMAsI BO3MOXKHBIX mocieacTBuil. Thl gaxe He
CMOXKeEIIb A0TaaThcsl 0 TOM, 4yTo QoTorpadus, pa3MeileHHas 5 JIeT Ha3al, cTala
MPUYMHOM OTKa3a NpUHSITH T€Os Ha paboTy.

KommenTtapuu, pasmenienue TtBoux Qororpaduili u apyrue AeHCTBUS MOTYT HE
WCUYE3HYTh JTAXKE MOCJE TOTO, KaK Thl UX yAAIUlIb. Tbl HE 3HACIIb, KTO COXPAaHUII
3Ty UHGOpPMAIMIO, TIONAJIa JIK OHA B MOMCKOBBIE CUCTEMBI M COXPAHWIIACH JIM OHA, a



IJIaBHOE: YTO MOAYMAIOT O TeOe OKpyKarollee JI0JU, KOTOPbIe HAUAYT U yBUAST
3TO.

Haiitu uHpOpManui0 MHOTrO JIET CIHYCTS CMOXET JI000M - Kak M3 J0OpbIX
noOyXJACHU, TaKk U C HAaMEpPEHUEM MPUYMHHUTH Bpeld. DTO MOXKET OBITb KTO

YTOJTHO.

OcHoBHBIE COBETHI 10 321U TEe HM(PPOBON penyTanuu:

1. [Togymaii, mpexie yeM 4To-To MyOIMKOBATh U NEepenaBaTh y ce0s B 6iore win B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uisi yCTaHOBU OrpaHUYEHUs HA MPOCMOTP TBOETO MPOQuIs
U €ro COAEPKUMOTO, CAeNall €ro TOJIbKO ISl APY3Ei»;

3. He pasmemaii u He yka3piBall HHPOPMAIMIO, KOTOpash MOXET KOTO-Tu00
OCKOPOJIATH WIJIK OOMKATh.

ABTOpCKOe IPaBo

CoBpeMeHHBIC MIKOJIHPHUKH- aKTUBHBIC TOJI30BATENIN ITU(PPOBOr0 MPOCTPAHCTBRA.
OnHako Jajieko HE BCE 3HAKOT, YTO IOJb30BAHUE MHOTHMMHM BO3MO>XHOCTSIMH
mudpoBoro  mupa TpeOyeT COOMIOACHUS TIpaB Ha  WHTEIUICKTyaIbHYIO
COOCTBEHHOCTb.

TepmMuH  «UHTENIEKTyallbHasi COOCTBEHHOCTBY» OTHOCHUTCS K  Pa3IuYHBIM
TBOPEHHUSAM 4YEJOBEYECKOT0 YMa, HAauMHAas C HOBBIX HM300pETEHUH M 3HAKOB,
0003HaYarONUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH , U 3aKaHYMBAs KHUTAMH,
doTorpadusiMu, KHHOPUIBMAMH M MYy3bIKAJIbHBIMU MPOU3BEICHUSMHU.

ABTOpCKHE TIpaBa - 9TO IIpaBa HAa WHTEUICKTyaJlbHYI0 COOCTBEHHOCTh Ha
MPOU3BEJCHUS HAYKH, JJUTEPATYPbl U UCKYCCTBA. ABTOPCKHUE IMpaBa BHICTYNAIOT B
KaueCcTBe TapaHTHH TOTO, YTO HWHTEUICKTYaIbHBIN/TBOPUYECKHM TPy aBTOpa HE
Oyner HampacHbIM, JacT €My CIpaBeIJIMBbIE BO3MOXXHOCTH 3apaboTaTth Ha
pe3yibpTaTax CBOErO TPyHa, IMOIYyYWTh W3BECTHOCTh W Tpu3HaHue. Hukro 06e3
paspelieHusi aBTOpa HE  MOXET  BOCIPOU3BOJUTH €ro  IMPOU3BEICHHUE,
pacrpoCTpaHsITh, IYyOJHMYHO JIEMOHCTPUPOBATh, TPOJaBaTh, HMIIOPTHPOBATH,
MyCKaTh B IPOKAT, IMyOJMYHO MCIOJHATH, MOKa3bIBATH/UCIIONHIATL B dPUPE WU
pa3mewmars B IHTEpHETE.

Hcrnonp3oBaHne «IMHAPATCKOT0» MPOrPaAaMMHOTO 00ECIICUCHUS MOXKET NMPUBECTH K
MHOTHUM pHCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJOKHPOBKH TBOETO
YCTPOWCTBA, TJI€ YCTAaHOBJIEHHBIM HE JerajlbHas nporpamma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYET JieTalbHbIe W OECIUIATHBIC IPOTrPaMMBI, KOTOPBIC
MO>KHO HAaWTH B CETH.

O nopraJie

CeteBr4ok.pd - TBOM TJIaBHBIM COBETYMK B CETHU. 3/I€Ch Thl MOXKEIIb y3HATh O
0€30MacHOCTH B CETH MOHSATHBIM W JOCTYIHBIM SI3BIKOM, a MPH BO3HUKHOBEHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakXe MPHUHATH ydacTHE B
KOHKYpCax M CTaTh CaMbIM ITU(PPOBBIM IpakIaHUHOM !



